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A Simple Power Analysis Attack on the Montgomery
Modular Exponentiation Algorithms

WAN Wu-nan', CHEN Jun®

(1. College of Information Security Engineering, Chengdu University of Information Technology, Chengdu 610225, China;2. College of
Computer Science, Chengdu University of Information Technology, Chengdu 610225, China)

Abstract ; Large module multiplication which is normally implemented by the Montgomery multiplication algorithms is the
kernel of large module power multiplication. Accord to the problem that power leakages are mainly caused by multiplica-
tion operations of many bytes or words which the large integers are divided intoin the Montgomery multiplication algo-
rithms, a chosen particular message simple power analysis attack is proposed in this paper, when an operationwhich is
composed of many zero bytes or wards is generated by the particular message. Squaring operations and multiplication op-
erations canbe? distinguished by using one power trace which is generated by the specific message inputin modular expo-
nentiation algorithms, and thereby make secret exponent analysis less difficult. The correctness rate of private exponents
with 1024 bits could reach 99% when the particular message is inputted during SPA attack in smart card 8051 chip. The
experimental results indicate that there are many optional specific plaintexts, thus the method of the single shielding
could not protect effectively against the proposed SPA attack. Finally, we will give advice on countermeasures to such
enhanced chosen message SPA techniques.

Key words :side channel attack; simple power analysis; Montgomerymultiplication algorithm; chosen plaintext; module

exponentiation algorithm



