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Data Integrity Verification Mechanism based on SLBT Tree

FANG Xin', FANG Rui', LIU Xue-tao> LIAO Yong', PU Dong', JIA Chuan'
(1. College of Cybersecurity Chengdu University of Information Technology,Chengdu 610225, China;2. Yunnan Provincial Meteorologi-
cal Observatory , Kunming 650042 , China)

Abstract ; With the emergence of low-cost, highly scalable cloud storage services, users transfer their data to the cloud
server, this greatly saves users’ expenses of data storage and later maintenance. At the same time, users have no abso-
lute control of the data, which means that the user can not ensure whether their data stored in the cloud server is com-
plete. On the basis of the present research, this paper proposes a multiple branch path tree based on the list ( single
linked list large branching tree, SLBT) integrity verification mechanism. In this mechanism, a single leaf node in a
large branching tree is designed as a singly linked list, so it is more conducive to the insertion and deletion of data
block. Analysis results show that this scheme not only supports data dynamic updating, but also improves the efficiency
of data storage space and reduces the cost of refactoring dynamic data structure.

Keywords : cloud storage; data integrity verification; SBT tree; dynamic update



