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A Malicious Download Fragment Detection Method for
P2P Network based on Merkel Tree

JIANG Wen-ting, LIN Shao-rui
( Guangdong Power Grid Co. , Ltd. Power Dispatching Control Center, Guangzhou 510600, China)

Abstract: P2P network provides the conditions for the malicious nodes to provide fake documents and start its attack
while provides a convenient and efficient service for users since it has the features of open,anonymous, self-organization.
Current most researches use the method of trust model, through the credibility of the transaction evaluation node to node
selection of high quality service, avoid unsafe interaction and provide basic data, although can improve the network se-
curity performance to a certain extent, but its calculation depends on the feedback and recommendation information for
poor performance evaluation of sparse feedback in large-scale network, there are a lot of redundant information, espe-
cially when malicious nodes provide false feedback, to launch attacks against collusion attack, witch attacks are difficult
to deal with the trust model. To solve the above problem, this paper proposes a solution that is detect and verification the
malicious nodes based on Merkel tree. Once malicious node is detected, exclude the node out of the P2P networks in or-
der to enhance the security of P2P network.

Keywords : P2P network ; malicious nodes ; Merkel tree ; distributed authentication



