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FEE WA ik A Linux 585 MR ORI 32, 7240 B it # h 20 2% 2 B T NAND FLASH il 3 T. 2 i B bh
R G R R B S BRI & SRR R S 4 . THE 3T AR Linux R B IR E 1%
i K RS NAEHAT 540y, 78 B 585 8 2 WU B 538 5 U-boot H 3% B R 4 4%, Linux P % 15 & 76 NAND
FLASH b1 B — WA D XIS —A W, BT R EURAE T U-boot MRS TE 52 508 sh A 2 4601E 2 48 N %
IR R IERA M, IR R G AR A & 0 X N S AR I R BN E RGN, BT T A

Linux £ 45 % A% RO XERS
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FE 525 TP368. 1 XHERARERE A
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IAEAR 25 % Linux WAZBFE NAND FLASH -
1A, 1 T8 O B NAND FLASH 23285 Kk A Ao Bl
BE R BN 4 53 X%F NAND FLASH A Y4 B4 45 1%
N ERREARGEIER G sh g AL
ATAb XA RS B T Ok i A 2K, fR B R
22 AR E M — FLR A S Linux 170135 771
Jiml, Linux A% AWK Bt FE 8RN T e B
NAND FLASH %A= v B 538 R e it il 22 48 N A%
FIREIRE R A B AR IE R I3 sh iy ), R skt
¥ ARM JF & M JF & ¥F 5% & CPU. AT91SAM9G20
U-boot-1.3.4 _linux-2.6.30, U-Boot $£1 Tk 4] 16
b WML f5 51 F R G ETRE, 8 B 8 U-boot
Linux WAZAHCACHS A HIZE NAND FLASH 457y X A9 4
AVE R E N ENE WSl 0 N U £ = g3 B
B A ABE R | 3 3k R G W S (T 1R A 11 2 e Pk R M AR
FERETY ) MERGARIET A SR E TR A0
&2k U-boot J&i 81128 — B B B4R A 1 22 8 9% V4 FH 4% 107
A2 i ORI A% 5 B B A% AR B — S % 4
1 X A7 A48 07 s I AZAS BRI B I U-boot REfE
817, DANEOLAT BT RS H AR E . WAZ AR SE
A8 A% A 3 1 3% NAND FLASH f71itf
R X3 B2 1> Bit 37 %% ; NAND FLASH i 3L /N
W DI NI IR RN G TR T — 551 F R4

rfE B HA:2017-11-23
EL£WAB . WIEEETESKIIHE (162A0210)

if ;: Linux P 4%Z;U-boot; B Zh ik & ; R4 &1

ABEIE R R S IR, X4 v i s is TR E A — 2
L

1 U-boot 5| BBHENDE

U-boot ( universal boot loader) f&#x A R EAE R 5t
Iz BRI 5 | R, 2t R Brkb & Je & 474
TR IRER K S Z R E R AAL B . B Y
U-boot fiiA<J& U-boot-1. 3. 4, % AR Linux RGEHI5]
T P B stagel Fl1 stage2, U-boot 5| 5 F2 F 5f
BHLIR Y BIOS )7 — X A3 Linux REHFT5]
A SN S s AT AR, BT LA U-boot 1E
FLASH 77 fiff (¥ Mo 77 2 55 — >3 X, U-boot (9 JEAXA
A1 Linux IWAZIE & A B AT R Z2 A0S 4R 2 A Linux
PR R R A L R IR B L 43 #F U-boot (9515
R AR B A O DL R SRS ) T RE, LA
J& U-boot 5| S FEAYPIA B B0

1.1 U-boot 5| EEFE—E

Stagel J&— 295 RS ) AIC A0S A0 FE 7E u-boot-
1.3. 4\ board \ atmel \ at91rm9200dk \ u-boot. lds ., u-boot-
1.3. 4\ cpu \ arm920t \ start. S F1 u-boot-1. 3. 4 \ cpu \
arm920t\ at91rm9200 \lowlevel _init. S JL/SCH:H, 1E
u-boot. 1ds L/ 48 E T UL ENTRY ( _start) HiELIH A
LM EFg M T start. S X, start. S 48 [\ start_arm-
boot WHLSESE BT BACIS AT, start. S P8 lowlev-
el _init. S H Tits i A7 6f % 10 90 45 4k A7 58 J5 iR
[ (11121
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start. S J& Stagel f) FEH 4, HFEZHIREWN T .
(1) SUBLFE AT (2) 3 CPU HEF— S0 1L (3)
i stage2 BUFCASHE D1 2] RAM 75 8] 5 (4) 15 B 4 HEAE
(5) 51 FBREL R BB A H

1.2 U-boot 5| ZTEF E M E

Stage2 #fJE C if F US| H 32 pR %02 lib_arm
\board. ¢ H [ Y start _armboot PR %t J& F2 % B9 A
s o u-boot-1. 3. 4 \ common \ main. ¢ H ] B main_
loop /& U-boot ¥4 JH FHpR%L, Stage2 7% T ML
A FEAR IR 4N . LED NAND FLASH | 1-wire spi 2%, 9K
SART A Linux PAZ R IK SR 5 AHALL, A8 22 3K 2l & AT
PIM N K . HH main_loop ¥4 FH 3RS AL & BL I
()i A B = P i AR A 2 5 38 45 run_command
PREOI AT , A5 NAND FLASH MICHI a4, ErE
R AT 1 fR™

Stage2 J& U-boot B, FEINEEMIT . (1) ¥R
A AH B R 43545 (B . NAND FLASH \LED) ; (2) CPU
PRI IR 1L ; (3) SE LN AF LA 5 (4) ¥ N e BN A7
Hi, A NAND FLASH P E2BUNAZ ] RAM 5 (5) &
RSN B AR ) 5 (6) W NZOIF L )R 3 2
$, Stage2 1 C ARG D) fEsR K S50 &2 2% MERE K, X
T SR I 2 A U i i B 5 A A A A4

2 BEFRIE

2.1 ARNE

A linux WS STRARAIAE 1 FTR

run_command

Stage2
[0x000000 | | |[start_armboot] BERGS
Stager ]| | main oop | ]@;@\
[Stagez | | |[run_command
(EanE] | [ #a6% ]
@BEETHE  ORBEEH (o comuand
gl BRI

F1 # A linux WS shii e

run_command PR EUE AT A A B9 A H R %L, U-
boot AT AT R /& main_loop PRECES: 2415 A8
1o B Ay 2586 45 run_command PRETIR )G run_com-
mand PREUFATT 2 B0OR i 48 A 45 i 2 1Y R
B8 E . WIPB B B run_command PREL, BRI T U-
boot (14 Fi i 44145 : NAND FLASH 4> | A5 1t /7
s 51 E s,

U-boot 23 NAZIHEAT ALY, BL 50 17 T 1) 45 b R KL
A AR B, AR [ ELA I 51 52047 A% A Sh kAL
A linux A% AR BT S 4018 2 i

PR
HRE

MR XK
ERNE

bl

|

ERNBER
ZR

K2 JrZBt

T3 SRV SE R 2 SR ) N AL AT A AL
B SR IS FI T N AZ 0 S8 B ISR N AR e S SN,
TSR NS 5 RO T i 45 1y N A% B A IROR I N A%, B
RAHE .

(1) ¥ A% B N 77 52 B b 3 /& FH nand read
T4 NAND FLASH #5& Hifik | (% ulmage 32 H0E] 4
FERYFEEHHE o nand (Y45 Fh 441 U common \emd
_nand. ¢ B U_BOOT_CMD 3,

(2) 2KHL ulmage /&FHAT bootm iy 2 B SE AT do
_bootm PR, FZFR I+ do_bootm FREUR)S SR G H)
AHE IR ulmage Fif4 L5 L, HXT ulmage HiM%
HIZRBIHATH AT

(3) IR AL SR LA e N AL B A5 Sk B 48 B2 boot
_get_kernel PR, boot_get_kernel PRELZPR I 2ok
— 52 EE Y zlmage Bil% .

(4)image_get_kernel PRECKE X N 15 Sk B0 EA T
R AR R NAZ B AR AT R, I3 1] N A% B AR Y
LARIEE

(5) WA LA b R ECHI T H A% A 58 R i i 4
WA DX A N AR I AR B e SR SRR A ST

2.2 HEHHEXIEIT

R 128 M A NAND FLASH P #% 43 X 3% 11 il
NAND FLASH %85 Mtk 4nf&l 3 fiw , ifiid cat /proc/mtd
R R EE R K 4 FrR, W A nandflash _
at91sam9¢20ek. bin , u-boot. bin ,ulmage . rootfs. jffs2 A
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KN4 KB 158 KB 1733 KBH15760 KB, JF & #
A HE A TR S B SO RN R B OO E 45 X R
B SO Mk

ALL ALL
ts.jffs2 back
66M | rootfs.jffs2 back | ™93 200000 Sg_{;‘:
ulmage
0x3E00000 0x3800000
6M kernel back [ mtd2 rootfs.jffs2
0x600000
0x3800000 ulmage
50M rootfs.jffs2  |mtd1  0x100000
U-boot
0x600000
0x20000
63" boot mtdO o | NendFlashBoot
(a) WS R (b) NAND FLASHEE S Hi

B3 PNRZAMIXH NAND FLASH 545 Hiihil

€l 3 (a) & Linux WAZRY 4 451X, HA boot 43 [X.
e NandFlashBoot , U-boot , ulmage 3 #B51, rootfs. jffs2
IR JESCE R GE, kernel back 43 [X & #5473 A ulmage,
rootfs. jffs2 back 73 X2 B XA R G, K 3 (b) &
FASCUEE NAND FLASH | i ) LB 5 sahik .
¥ ) 8l 5 38 3 cat /proc/mtd iy & W] LA A B A X
NAND FLASH f73 Xf5 B, & 4 0] DU 4540
DXAIR/NEL 16 FEf RS, B4 70 DX e/ ME BROR /N2
0x20000 H07 Bit #5558 10 FEHIHLE128 KBit,,

# cat /proc/mtd
dev: size

mtd0:
mtdl:
mtd2:
mtd3:
=

erasesize name

00600000 00020000 "boot"™

03200000 00020000 "rootfs.jffs2"
00600000 00020000 "kernel back"™
04200000 00020000 "rootfs.jffs2 back"

K4 N XA

2.3 L&Y

2.3.1 A#EH ERAGEK

N 43 X AR IS & 78/ arch/arm/mach-at91/ H 5 F
board-sam9g20ek. ¢ SC/4 HLAI) ek _nand_partition[ | 4%
FAEE AR AR A & 3 X 4% Mtk (A 5 43
XK/ 3 ASTER 43 X 44 A4 H R s ik o3 R
INHAARHERIRR, HENSEOTUSER 3 (a),
2.3.2  U-boot K 15 &

ik 1 Bz, U-boot #E A main_loop I G A JL
PG TP Fcs a0 SR P B R E A A 3
B, HIB BB S8 s e it

A A 2L PR _F & run_command FR%X, run_com-
mand BRECER — D FAF B S EUL B a2, BB ] 1
FORMAPATEM AT E A IR Al 0 FoRan 2 AT A AT
HIZ R M) -1 KR A R AT B A S B IR

# emdtpfi B8 1 W 4 1) BT 2 R TR BT, H if
( (emdtp—>cmd) (emdtp, flag, arge,argv) ! =0) {rc=—
1 | XA B .
if(emdtp—>cemd ! =do_bootm)
{
if( (ecmdtp—>cmd) (emdtp , flag, arge ,argv) | =0) {
re=-1;}
| else if(cmdtp—>cmd == do_bootm)
?
if ( (emdtp—>cmd ) (emdtp , flag ,arge ,argv) = =1) |
rc = —1;
printf( " faild to bootm so get the new kernel form
kernel back area. \n" ) ;
run_command ( " nand erase 0x100000 0x200000" ,
0);
run_command ( " nand read 0x22200000 0x3800000
0x200000" ,0) ;
run_command ( " nand write 0x22200000 0x100000
0x200000" ,0) ;
run_command ( " boot" ,0) ;
%
%
B ARSI H 05802 & A% A SR 5l A%
MW S EIFTER RS,

3 RITIIE

3.1 REAKRE&EHEAZ

M B £y X N AR 4 o R & S BT
N WSRBA W B B T, 7 A% o KB
RGN &K RS G ), 30 = N 5T X
NAND FLASH 7E45 #40 (1 #b 77 BN 43 3R B ik £
WABEW I 3, A T WA K E B3 U-boot 157
FHA 03 DX P 7 5 4 R 1 PO A, AR A /NS 3K
Hut S Bkb iz e i1 R E B .
Reading data from 0x2f£f800 -- iOO% complete.

2097152 bytes read: OX

Wrong Image Format for bootm command

ERROR: can't get kernel image! 2
faild to bootm so get the new kernel form keﬂ:g) back area.

NAND erase: device 0 offset 0x100000, size 0x200000
Erasing at 0x2e0000 -- 100% complete.
OK

NAND read: device 0 offset 0x3800000, size 0x200000
2097152 bytes read: OK

Fs RUBes & n X AN BE AR 3 A 1 i
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Kl 5 ddric @i 7R WAZBEAR A A R, R i
FEICFLASH < B G 24T P8, 7 BB Sk 4%
AE|NZFAR (FRICQ) AL &1 X 3R IBOHT Y N %
(FRiE®) o BJakisin i “ Loading Kernel Image---OK. ”
RN TERAEH

3.2 RiZWZHIREE

fEFHE A UltraEdit #f ulmage f&e— 517 o —
X, iE 6 iz, B ik 130 Witk AT 7F &
BUCh 00, i 3 R 7 AL H Y R 5 R S PR NAND
FLASH H B 804 1) 175 B0 02— RE %, FAH ¢ T R 32
HORIEHE WS — AR . AR BA WA B 3h k5 1k
T fEPIA% 53 X NAND FLASH HBLZA Bit (B 3 4
FEAREIE A 3l , B0 e — PO A A A B IR 3,

E4 04 00 82 E
E1 F9 FF

K6 &M ulmage

Reading data from 0x2ff800 -- 100% complete.
2097152 bytes read: OK
## Booting kernel from Legacy Image at 26200000 ...
Image Name: Linux-2.6.30
Image Type: ARM Linux Kernel Image (uncompressed)
Data Size: 1774016 Bytes = 1.7 MB
Load Address: 20008000

Entry Point: 20008000
Verifying Checksum ... Bad Data CRC § )
ERROR: can't get kernel image!
faild to bootm so get the new kernel form kernel back area.

NAND erase: device 0 offset 0x100000, size 0x200000
Erasing at 0x2e0000 -- 100% complete.
OK

NAND read: device 0 offset 0x3800000, size 0x200000
2097152 bytes read: OK

NAND write: device 0 offset 0x100000, size 0x200000
2097152 bytes written: OK

NAND read: device 0 offset 0x100000, size 0x200000

Reading data from 0x2f£f800 -- 100% complete.

2097152 bytes read: OK

## Booting kernel from Legacy Image at 26200000 ...
Image Name: Linux-2.6.30
Image Type: ARM Linux Kernel Image (uncompressed)
Data Size: 1774016 Bytes = 1.7 MB
Load Address: 20008000
Entry Point: 20008000
Verifying Checksum ... OK

Loading Kernel Image ... OKg :)
OK

P 7 AR AR S8 Bl R D

FHE ) ulmage 585 76 JE A% DXF 52 3 1 ulm-
age BEGTEN A 0y X, I 5 B WL 8 11 i o 2
’l 7 .

K 7 FRic@ 78 U-boot i i CRC A% 5 % ) 46 T
T AR, I T R B A T A O X T
R R R P A2 T i B B 2 I i Bl & e @i
7N, AT LUE IR E R G

4 LERIE

DLBRAAAE e — 2 ) P9 A48 NAND FLASH #53R
HY PRI A T 20, 38 2ok S 0 R AR 1 B S5 SRR B AT
LRI BB — i BRI A Sk R BRI R 5
W%, B R A RS e bk Az B A, AN ik
THRE IR B R 12 B e e 1, R LR 1 A 1E ol
BRSNS, AR AP S FH (B
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Self-recovery Design of Embedded Linux Kernel

ZHANG Jie', YANG Bi-feng'”>, MA Shang-chang'®, YAN Xue-yang'
(1. Chengdu University of Information Technology ;2. The Key Laboratory of China Meteorological Administration, Chengdu 610225, China)

Abstract; As embedded Linux device has been widely used ,however, it is often found that the system kernel core is lost
or damaged and the equipment suddenly can not start because the defects of the NAND FLASH manufacturing. This arti-
cle discusses a self-healing design based on the embedded Linux kernel, and the functions of it are to backup the system
kernel and automatically restore the system kernel via U-boot when the system fails to boot. Linux kernel backup is to set
up a kernel backup area in NAND FLASH and write a kernel. The design principle is to modify the U-boot code to verify
the system kernel and judge the correctness of the kernel when the system is starting. If the system is in error, the kernel
of the backup partition is called to cover the wrong system to restore the kernel of the system. This design solves the
problem of dropping kernels in embedded Linux systems.

Keywords : Linux kernel; U-boot; self-recovery; kernel backup



