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Experimental Study on the Structure of Convolutional Neural
Network Suitable for Side Channel Analysis

HUANG Jie, WANG Yi
(College of Cybersecurity, Chengdu University of Information Technology, Chengdu,610225 China)

Abstract ; In the side channel analysis, the template construct research of template attack has transformed from Gaussian
distribution to machine learning algorithm. For example, use support vector machines, neural networks, and so on.
However,when using neural networks for side channel analysis, it is difficult to find a suitable network structure due to
the large number of design parameters of the network structure. Based on the large number of experimental studies, this
paper summarizes and presents the experience of convolutional neural network structure suitable for side channel analy-
sis. It provides a basis for designing the convolutional neural network in the future.

Keywords :side channel analysis; template attack; convolutional neural network



