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Analysis of the First Four Rounds of Reduction
Wheel Fault Injection in SM4 Algorithm

WANG Kai', WU Zheng] , DU Zhibo', WANG Min', WANG Yi', XI Wei’
(1. College of Cyberspace Security, Chengdu University of Information Technology, Chengdu 610225, China;2. China Southern Power
Grid Science Research Institute Co. , Lid. ,Guangzhou 510080, China)

Abstract; A new method of round-trip fault attack is proposed. For the SM4 cryptographic algorithm , the fault is injected
into the first 4 rounds of the encryption algorithm,so that the number of subsequent iterations of the encryption algorithm is
reduced. Compared with the existing differential fault attack method for SM4 | this method greatly and the attack efficiency.
The experimental results show that the attack method is effective. This method can also be extended to other block ciphers.
Keywords : information security; hardware security; SM4 cryptographic algorithm; fault injection; block cipher;reduc-

tion wheel failure



