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class Convolution:
def_init_(self, W, b, stride = 1, pad = 0) ;

selft. W = W

self. b = b

self. stride = stride

self. pad = pad

def forward(self, x) :
(FN, C, FH, FW) = self. W. shape
(N, C, H, W) = x.shape
out_h=int(1+( H+2 * self. pad-FH) /self. stride )
out_w=int( 1+( W+2 * self. pad-FW) /self. stride )
col=im2col(x, FH, FW, self. siride, self. pad)
col_W =self. W. reshape( FN, -1)
#reshape PRELZS H 2110 -1 4EFF FIICREANEL,

DM 2 AE 50 1) oo =G R — 3L
out=np. dot( col,col_W) +self. b

out = out. reshape (N, out_h, out_w, —1). transpose
(0,3,1,2)

#transpose 2 BT 2022 HE R LH 15l A I |

self. x=x

self. col =col

self. col_W=col W

return out
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class Pooling:
def_nit_self ,pool_h=2,pool_w=2,stride =2 ,pad=0) ;
self. pool_h =pool_h
self. pool_w =pool_w
self. stride =stride

self. pad =pad

def forward ( self,x) :
(N,C,H,W)=x. shape
out_h=int( 1+( H-self. pool_h) /self. stride )
out_w=int( 1+( W-self. pool_w) /self. stride )
col=im2col ( x, self. pool_h,self. pool_w, self. stride,
self. pad)
col =col. reshape ( —1,self. pool_h * self. pool_w)

arg_max =np. argmax ( col ,axis=1)

out =np. max( col ,axis=1)

out =out. reshape( N, out_h,out_w, C). reshape (0,
3,2,1)

self. x=x
self. arg_max = arg_max

return out
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<TestbedSatJunl2>

<appName>HTTPImageTransfer</appName>
<totalSourceBytes>453</totalSourceBytes>
<totalDestinationBytes>1081</totalDestinationBytes>
<totalDestinationPackets>6</totalDestinationPackets>
<totalSourcePackets>6</totalSourcePackets>
<sourcePayloadAsBase64></sourcePayloadAsBase6a>
<sourcePayloadAsUTF></sourcePayloadAsUTF>
<destinationPayloadAsBase64></destinationPayloadAsBase64>
<destinationPayloadAsUTF></destinationPayloadAsUTF>
<direction>=L2R</direction>
<sourceTCPFlagsDescription=F,S,P,A</sourceTCPFlagsDescription>
<destinationTCPFlagsDescription>F,S,P,A</destinationTCPFlagsDescription>
<source>192.168.1.104</source>
<protocolName>tcp_ip</protocolName>
<sourcePort>21988</sourcePort>
<destination>130@.14.29.110</destination>
<destinationPort>B@</destinationPort>
<startDateTime>2010-06-12720:45:47</startDateTine>
<stopDateTime>2010-06-12T720:45:47</stopDateTime>
<Tag>=Normal</Tag>

K5 1SCX2012 %d 4 v A — 453K (XML A% L)
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i , 1% B batch-size FI{E N 32, epoch BI{E N 2, AR IK
$02500, 3 1 FToR AR B — )2 028 0 45 1 25 4
2R L AR KB B 50%50 ) |, ]
Keras "' Model FE5 1 summary () pREL R AT 3R 75 1 22

0 10 20 30 40

2% (4 AL AT AL

1 BRI P 0 28 S ) e S B

Layer( type ) Output Shape Param
Input_I ( InputLayer) (None,50,50,3) 0
Block1 _convl ( Conv2D) (None,50,50,64) 1792
Block1 _conv2 ( Conv2D) (None,50,50,64) 36928
Block1_pool ( MaxPooling2D) (None,25,25,64) 0
Block2_convl ( Conv2D) (None,25,25,128) 73856
Block2_conv2 ( Conv2D) (None,25,25,128) 147584
Block2 _pool ( MaxPooling2D) (None,12,12,128) 0
Block3_convl ( Conv2D) (None,12,12,256) 295168
Block3_conv2 ( Conv2D) (None,12,12,256) 590080
Block3_conv3 ( Conv2D) (None,12,12,256) 590080
Block3_conv4 ( Conv2D) (None,12,12,256) 590080
Block3_pool ( MaxPooling2D ) (None,6,6,256) 0
Block4_convl ( Conv2D) (None,6,6,512) 1180160
Block4_conv2 ( Conv2D) (None,6,6,512) 2359808
Block4_conv3 ( Conv2D) (None,6,6,512) 2359808
Block4_conv4 ( Conv2D) (None,6,6,512) 2359808
Block4_pool ( MaxPooling2 D) (None,3,3,512) 0
Block5_convl ( Conv2D) (None,3,3,512) 2359808
Block5_conv2 ( Conv2D) (None,3,3,512) 2359808
Block5_conv3 ( Conv2D) (None,3,3,512) 2359808
Block5_conv4 ( Conv2D) (None,3,3,512) 2359808
Block5_pool ( MaxPooling2D ) (None,1,1,512) 0
Flatten (None,512) 0
Dense (None,128) 65664
Predictions ( Dense ) (None, 1) 129
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Research on Anomaly Detection Model based on Optimized
VGG19 Convolutional Neural Network

WANG Wenwen, TAO Hongcai
(College of Information Science and Technology ,Southwest Jiaotong University , Chengdu 611756, China)

Abstract ; Internet service has become an essential part of people’s life, but due to the increasing ways of network at-
tacks, network security problems become increasingly serious. Anomaly detection is a very effective way to detect net-
work attacks. In this paper, an anomaly detection model based on optimized VGG19 convolutional neural network is es-
tablished, and the train and test on ISCX2012 dataset are conducted. The experiment results show that the novel model
has a good detection effect for abnormal requests.

Keywords : network attack ; anomaly detection; convolutional neural network; VGG19



