35 B5H5 W
2020 4F 10 A

I S T = N N - S N
JOURNAL OF CHENGDU UNIVERSITY OF INFORMATION TECHNOLOGY

Vol. 35 No.5
Oct. 2020

XEHE: 2096-1618(2020)05-0542-05

& F it RPS #KH) IPSEC VPN M X% it

By, x| &, ZF4F
(A FHAE BRI, @ RAE 610062)

FEE LT strongswan FIZ % IPSEC IFATHAR , I IF LI —F 2 4% IPSEC VPN WI6, X M= 150 & B s
sk_buff Z5H PR ML (B THAE R oW IR AT R, 32 8 T — b sk_buff T BAS , 3255 sk_buff 4544 44 1) 1 28 FIf Sc ik
PR £ 5T host-to-host T, B BAF 1 B B8 L 43 B — A CPU A% &b 37 5 350CH 6 et v A B REAK T 1)
L, BGHE RPS £ AR T hash B3k HAR YRR ST 35 0 A 2 A DU T 3677433, 7840 AL FT1500A/16 V-5 2 1%

Pt SEPLT 858 4 A CPU AR 7 294, fff IPSEC 4 S0k B R AE T-JK M4 T i 25355 958 Mbps
X # iH.12.8%4 ;%4 M X, RPS/RFS; f #39#;FT1500A/16 F & ;IPSEC VPN

FE 4SS TN XHERFRER A
doi:10. 16836/j. cnki. jeuit. 2020.05. 011

0 5§

Bl IR AR ) 8, H R A 1 AR L R
AT BE R 2y , 54 B B 3 THAR A AR A {8 {HL [R] A
PH I T SFe 11 S 28 iy 5 s 2 18] A A 8 &8 4 [l i, 1p-
SEC PMSUE R —A B B RIS, S %o 4 S04 4 7E
B — R 728 . IPSEC PMSUTE 32 25 A5 e
PR 32 38y B BRI IE Sk DR IS ZH i, X TP 4% SCHR
PETHUE PG e RS I8 SR S5 , R H 35 R
o[RBT Bl R B CHE K | 2838 2 X Bl
FIREERRE F7 X2 B — AR, PR, el >R R 6
(1) 77 S 5 I 28 1 45 B B b BRBE T R T — ik
B, T FTI500A/16 V-6, KRB e T

HERE,
1 EXHR

BEX i IPSEC VPN FISCHERE , P 258 E i T
K TAE, FET 28 0] 52 A MR ) &2 2 | Elkeelany
S LR A T AEFF IR KA strongswan Fll openswan |-
ESP F1 AH PRSP R A B PERE 22 5% . Zaharuddin
A AT ORIRD X BRI 5 B 1 L hash 5535 2 A 1
AE, & BLTE AES256-MD5 4 & F 1k RE fie 4F . Agrawal
D PR RS B A AL e I L5 R R S 43 H
H# . Zhao 251 SEF T LT openswan HYZE 46, IF
WESE T HAE BRI LA S A ik AN 5 A e 22 1) 1 5C 2R
FE 26 T RE RE BLAL £ R R, Lackovie 257 16 i LR 55
i S TR IPSEC &R R T HA R, [
FEHb , 5T strongswan FIFFIEIEGIF-TH Quagga , Redzov-

e %E B #5:2020-06-14

ic S FE BRI R 28 B SEEE T IPSEC il A H I b
flfi 7 HAERE Tatou 257 BFSE T MTU L Kz (5 e b
BISENR , WFSE SR FEAS S BBV A G i Rk B Y
RYACE BB REnMERE, DL ERIE HETAM %
B FE A S5 5 TR IE X BE 1Y 52 me LA K 4 &
PERERY 7 o

Strongswan*' J& — P JF i IPSEC VPN fif o 7 %,
AL 7 SR B] Ny M S A SR B o B
F1 hash B35 BRI IKE W35, B4 IKEvD Fil IKEv2 P
RAR ), SCH R IKEV2 BRAS BT

2 MESH

2.1 &k

PRAE FEF N K 2 I8 22 BAFI W, 78 6 12 )2 1R
FH RSS SEHL TR SCA7, BRI 1) 5 R i 75 0 O vk
By Wk, A R IR RS R DL K RPS/RFS
FARIEFE T AL A i H AR, FEAR B[R] RSS —
e, HHACES R T RLSE B, $00R FH AR R 0 7 2 S B
WAL

L5355 NS ] 2K ) RPS/RFSH 43 A 347 4R 3¢
A3, VLB, BRI, 2 — & % i S0 4 A g 3 3
R — it ARSI | B ARk W DR E Y
3t 1138 1 hash PR — hash (B, HASH pRECK
JH Toeplitz W7 535" ARG MR HE3H8 H Y hash
M E ) CPU B ik £ —A> CPU B A B HE . RPS
AT LK ) — 3% 32 B B i 43 & 45 TRl — 1~ CPU B Ab B
MR B AR . (B AFTE N AZ S TP A B B T 1)
BT ZE Y CPU A2 Rk B3 208504 I 14 1 FH 2 5 14
CPU A2 [F]—> ), AT A2 cache miss L4, 5%



%54

B &% . & Tk RPS # K9 IPSEC VPN M %3t 543

W CPU PEfE. RFS &%t RPS Ayt , A 54k ¢
MAE BAY CPU Mt hash %, ANE i o4 [7] — 3
L CPU AL B | 3B 43 e 25 HL“ WIER” () CPU 4%
AL PR

IPSEC IPSEC IPSEC IPSEC
P a3 AbzB AbzB
B B B B

Corel Corel Core2 Core3

IP1
RPS/RFS4ifi i3k
Bl REER

IP1

E 1 144 RPF/RFS 43

7E end-to-end 337 T SR ICE] 1P1 g AL
YA VUSR], P AR B P 241358 A hash {6
WA, BrLL, B Belom it 20 6, 58 SRR
hash {ECRER (A 2 o —A4~ CPU #ZARER, IR, 24
TP 19 F R L O |, 5 R IR SR FRAZ Ak B T2 i 1) K
P, o A CPU b PR RE 1 5k M BB R 25T, 2 11
S22 S E=E 2 N

2.2 B CPU AL TR 4Bk

WOCAEHRAL S T e ORI A AR N SR
Hop Xt CPU 4 #E i KA S I i A Bk, TPSEC 4b B
W ESP Ab BSR4 2 AR FH R AR B B R A0 2 TR
LRI B hash BRESEDS)  XHRSCHEAT N
e Bz B R, e R T CPU IR, BT LA, 7
B R AR B4R B IPSEC #& R MERE , N 1 S5 1 i
WA PERE A T b I T 4 e 2 A () PR B
H—Rf 5 CPU 4, (52 CPU E4iik F|3 GHz
B, ST YRR B, AR YT R 2T, Hik, 2%
IR 55 25 285 33 Fob ] JOBE ) e e 4R AL T — b LR R
Z NS5 AR 2T IAT AL B | BEAR K b2 55 ik
55 i AL BRAG

2.3 HiEW/ %

TE linux 91, sk_buff & 2% 77 50 1 A L5 4 | JL-T
I T B0 i Ak PR 2 R 58 sk_buff 591k 24X
EHARALZ R BE NAERT, R4 sk_buff 25453
fic — > buffer 77 HCECHE 62, BINKE I 21 B 5595 18 72 5]
sk_buffFHlE g, DA SE— DA B Y 5E bk & %
J& , sk_buffZ5 8 BT o5 AFRERE R, MEAE R — A0
fid,, FTLLE Y, B4 sk_buffZh H 4 F) FHRIBMG, %%
P HC AT, sk_buff45 A4 A 2 e MU & 7F — 2 2
JE FIMEE CPU, BRI IRERE, 7 L, BRI AR B
R E RIS AR

3 AR

3.1 REEAR

B R 76 AR A e 380 T — > 5
BB, $2E 5 sk_buff Z5FARFI AR Il /D sk _buff 2544 {4
ARERT CPU FUTN #E, 7E RPS/RFS 3 i bk | ol A8
hash {E 15 720, DL IP 1 88 3t oh 85cis 3. 09 1y 51 5 1F
K hash RTS8 — B[R] — K 3% v 19 B0 693
Bigh 4 4~ CPU %, B 4 %45 Ab BEUHR L TPT (1) — 3B
43, LA 2,

IPSEC IPSEC IPSEC IPSEC
bk A2 A pos::|
B B fi-¢:13 B

Core0 Corel Core2 Core3

IP1
IP1 1P IP

| B#RPS/RFS SRS |

EET e
¥

1Pl
B2 7 RAARRES

IPSEC Ab B HIE 5 117 48 o 52 B SCAIL S 1
SEREME Y T B R A BB 4 BL 45 X CPU
¥oJa , T 4% BB U i SR W 64T IPSEC Ab B, TPSEC 4hHf
BB 3 s

SONgSWan|  jpsec stroke ipsec.conf
charon +— ipsec starter
netlink I XFRM socket
native [IPSEC
W) ity it 3

s [T SPD SAD BB R

[#13  IPSEC 4b PR HeAE 4

1 IPSEC Ab3H2Z i, 1 55 07 P i i fige 285 58125 | hash
TR ARG A RN S N A R IE SR IR AR strong-
swan PEF 7% 2K ME H S PART . 7F ipsec. conf SCAFHHL
BN RS, RSP ERE charon 3K 3)) ipsec starter
ERSIN 7 NP AR VAR g o 7 1 W b4 & X 65 /NN IV
HOE R g SPL VR LAk | H A9 Ak | S O AR N
SAD I SPD Jg Hfv 45 Xof i 42 42 SR W, DR S 7 L5 4%
i ECHEAT IPSEC AR BE, & 3547 IPSEC A3, FE 41 HI H
AN 25 SR A T A % SRS P R A B

3.2 Bt ZAER
BT sk_buff G5 HRAGF M8, it 7 —A




544 RO A

(>

I #2

X F F K % 35 &

FHBAS , E FBAS 0 S A R 25 A T T
Reuse_queue
4
struzonget list_head list;
ul6 flags;//IREN7
struct sk_buff * header;// A%k
struct sk_buff * next; // F—5%5dE
struct sk_buff s prev; // F—2%0 ¥
int queue_max ;/// i KEHE
ul6 addr;//3bhk
ul6 len;//HEKJE
bs
YR R R SR W sk_buff 45k 1A% 1) 5 BA )
ZH IR flags 78 0, ST ORI BRI 5 el
& ] BA A 4 A A B B S5 M Y flags 7, #F
flags {574 O, WIFIRZ G AL 25 PRI, T LA R A7 L
Bn . QSRR A v B S AR SR 18 & BT FH 1Y sk _
buff 54, W HT 50 AC . PHIRESanT .
function ; packet_rx( dev)
len=get_rev_len( ) ;
skb=dev_alloc_skb(len+2) ;
skb_reserve(skb,2) ;
insw( addr, skb_put,lenth)
value = check_in_queue(skb) ;
if (1= =value)
fill_in_queue(skb)
else
eth_type_trans(skb,dev)
netif ( skb)
end
reuse_queue 45 F R H1 4 queue _max AF R E T
A B KA B, e KA BE LA 1Y sk_buff Z5F9 A8
SWORE . 24 BAS S PR sk _buff 454 (A () B0 EL ik
KRKE queue_max B, W P25 4087 14 sk_buff, A\
TKE BRI T oy A4 e — e S LA .

3.3 it RPS/RFS 45 tath

- CPU LSRR FT IR 1) hash {8 2 4R 95 25048 i
SCHR AL | H A kb R 1S A E R SR A
ASHL, B R hash PRECTTEA, DR G BT X ] — % 42
MBI, T B4R B i S 22 S 28, MR
AR, LB R — & H T TCP e SCF 85 A
[ Hasb s, Pk, S F H 7 5054 8 40 T i s A 2
Bz —, FFH,SER5E R4 A~ CPU Bk S B
AL PRI & CPUO . CPU1 ,CPU2 H1 CPU3 #k48E N
ol 3 5 i i SCAY AR PR

4[] — 3R P BHE 2 Rl R BB N AR5
WA — 2 RS RIS AT 0. o TTEfR 2R 4
A~ CPU A% #EAT b B, 0% 3 81 5 FH B 19 5 =Xtk A7 1t
LRSI
function ; get_rps_cpu( dev,skb, rflowp)
skb_get_rx_queue (skb)

if skb—>rxhash
goto get_hsah
else

seq_no = get_hsah_seq_no(skb)

skb—>rxhash = jhash_3words (addrl , addi2, ports,
seq_no)

cpu_online ( tcpu)

if cpu | = smp_processor_id( )
rcpus =__get_cpu_var( )
end

function ; get_hash_seq_no( skb)
if pskb_may_pull(skb, ihl)
seq_no = skb—>data

3.4 IKE thigtEsh

TEREANT 22 A BEE 2 A, GBS P s b T A
e LIPS 22 4 R Ws AL 45 TIN5 3807 hash LSS R
KA strongswan AT 4H B ah PR, 25 HEZR N K] 4

FR
IKEv1 IKEv2
‘ipsec whack‘ |ipsec starter| |ipsec stroke|
netlink
pluto XFRM
1 socket [

2]

% LSF

B
USI())E{(Z(:O ‘ ‘native IPSEC‘ raw socket

& 4 strongswan FEARHESR

ipsec starter il %5 £ P 1 SF 9 EF2 charon I A
ipsec. conf HViSZ U WK TIC 2, [) % i B AL A2 4 6 SR AR
o M5 WAZE L XFRM socket #1758 5.,

3.5 HfttiRik

(1) I A, Linux N PRSCRRSE B T 58 4
(9 TPSEC BIRSC, PRIk, 5 36 F9 Jon gk 2 5 R R D B IS0 RG
{5 IPSEC AbBE, BRI A R PERER . X T 2E A4l
SCARIEARSC SPT #EAT 22 2 S A 41, SR I 4 BEAR I 3
WA R AL AT AR SCHUR AR R A PR A 2



%52 B ¥, % K TFrkat RPS # K e IPSEC VPN W £ 4% it 545

RWEGEATIN% J5 AT &

(2)SPD Fl SAD #idf [ il fiff %5 A e — 4 AR SR
K FH linux PR SE PR 2 4 TR 28 20 4 TR T2
3.6 K

SERIR AN AN 5 Frs, SERECE N 1 By
No

(tlient SE‘I‘VE‘I‘
: 19‘.2.168.8.6 192-168.%?'
;El switch 1 switch 2| zz3: B4

ZeWiE
L]
eth0:192.168.85 eth0:192.168.9.5
eth1:10.0.2.236  eth0:10.0.1.238

ethl:10.02.237 ~ Router . 0 999

K5 Semdnth
*1 o TEEE
SRR LiiR=
CPU FT1500A/16
WAZ A 2.6.36
EX ubuntul4. 04
strongswan 5.8.0
BkAE AES256CBC-SHAL
ERS Tk
KATH iperf

P it i BN FHAER S A FE B I, FH iperf 7F
client ¥ [7] server %t &, fLK/NA 1510 Bytes , 32 H:
RS T R TERE, 2% strongswan B ¥ i
s 7@ I T AH R e & /Y IPSEC H:6E, Lt
B RE2E S MRS SR anE 6,
1200
1000
800
600 514
00
200 e 11

- 305
1 271

; 166 205

= sl 2R BN B

64 128 256 512 1024 1500
BH R T/Byles
HIAFR XFFE

F6 FHnkExfE

PRV €N R R IV NN R B E S
AT I AR RS I, (H 3 FP 5 5 A A e 1 i A kK
TERABC & BB E e )RR S B0 T, SChor
FEPEREW] 2 TROABC B 77 %, RAE AR it 1Y

801

586

Throughout/Mbps

oo
1

3 5%, Him it Bk 5958 Mbps, FEA k%] T FJk
SR
4 Rgs

SCHE e T3 T AR IPSEC VPN I S5CfY
PEREIAN, A5 AR ERAY hash 11487 3 E—A4 CPU
FZ A BRI — P 0 5CH A ol G £ 3t K PR BRI
R EAET T sk_buff S5 AR RIS A, S 304
Fa R 4 B A RS ik 25 7F — & L IH #E CPU; 55 4b, Ho A4~
CPU 1) =454 Wy B AR B, PRt 4k GG ) A B, 46
AR IA L B —FP R T 2 A% 7 5 19 IPSEC VPN [ 5¢
W% . TEMRIRSNFR T b3 s BRI, 350 sk
_buff SR A AR el 2 S A A R o T A
FERCUREL ; BhtE RPS B335 1Y hash 1H5 05 5, (#175
ST I T N hash 713922 R SEL LE R — 5
TR SCREDL IR 2 1Y 4 4~ CPU BEAb A KA A T
E2 A S EINEA 2 N et U DOR NN
IR B TR RS 3 A2, EMCH
1500 BytesHi, f i 77 ik 42 15 £ 17958 Mbps, A< ik £
TR,

SEH

[1] Elkeelany O,Matalgah M, Sheikh K, et al. Perform-
ance analysis of IPSEC protocol; encryption and
authentication[ J ]. Computer Applications and In-
dustrial Electronics,2002,12(3) :116-168.

[2] Zaharuddin M, Rahman R, Kassim M. Technical
comparison analysis of encryption algorithm on
site-to-site IPSEC VPN[ J]. Computer Applications
and Industrial Electronics,2018 :641-645.

[3] Agrawal H,Dutta Y,Malik S. Performance analysis
of offloading IPSEC processing to hardware based
accelerators[ J ]. Electronic System Design, 2012
291-294.

[4] Y Z Da,X ] Yi,L Chuang,et al. Implementation
and performance evaluation of IPSEC VPN based
on netfilter[ J]. Telecommunications Forum,2015,
10(1) :98-102.

[5] Lackovic D, Tomic M. Performance analysis of vir-
tualized IPSEC VPN endpoints [ J ]. Information
and Communication Technology, Electronics and
Microelectronics ,2017 :466-471.

[6] Red¥ovic H,Smiljanic A, Savic B. Performance e-



546 PR S-S N S = - - 4 %35 %

valuation of software routers with VPN features terface to Network Security Functions[]J]. Com-
[J]. Telecommunications Forum,2016(24) :1-4. puter Applications and Industrial Electronics,
[7] Tatrou M G, Voyiatzis A G,Serpanos D N. Optimi- 2018,10(6) :53-56.
zations for high performance IPSEC execution[ J]. [12] Driessen B,Giineysu T,Kavun E B, et al. Ipsec-
International Conference on E-Business and Tele- co:a lightweight and reconfigurable IPSEC core
communications ,2009 ;199-211. [ J]. Reconfigurable Computing and FPGAs,
[8] Park J,Jung W,Lee I,et al. Practical ipsec gate- 2012 :1-7.
way on embed-ded apus|[ C]. Proceedings of the [13] Vajaranta M,Kannisto J, Harju J. IPSEC and IKE
2016 ACM SIGSAC Conference on Computer and as functions in SDN controlled network[ J ]. Net-
Communications Security, ACM, 2016, 1255 - work and System Security ,2017;521-530.
1267. [14] Kourtis M A. , Xilouris G, Riccobene Vet al. En-
(9] 2% #3h VPN EHRZR[]]. P E & FH/FH hancing VNF performance by exploiting SR-I0V
RIEFH,2019,14(9) :903-912. and DPDK packet processing acceleration [ ] ].
[10] 7Kk 4#F. 2 T IPSEC % VPN M % 2= 449 52 3L Network Function Virtualization & Software De-
[J]. #BE#iB15,2016,18(19) :83-86. fined Network ,2016:4-7.

[11] Lopez D, Lopez E,Dunbar L. Framework for In-

Design of IPSEC VPN Gateway based on Improved RPS Technology

LIAO Xuan, LIU Miao, LI Jinke
(The Fifth Research Institute of Telecommunications Technology , Chengdu 610062 , China)

Abstract ; Based on StrongSwan and multi-core IPSEC parallel technology, a multi-core IPSEC VPN gateway was de-
signed and implemented. For the problem of sk buff struct distributes and consumes the system resource while network
card sends and receives data, An Sk_buff reuse queue is proposed to increase the utilization rate of sk_buff and the pro-
cessing efficiency of packet. For host-to-host mode, single queue network card will distribute data flow a CPU core that
it will lead to high load and poor process performance ,we improve the technology of RPS hash algorithm, make it con-
ducts diversion according to the serial number of the message instead of the original quad shunt, we make full use of
multi-core power FT1500A / 16 platform, realize the specified load balance between four CPU cores, make the IPSEC
packet processing rates under the gigabit network up to 958 Mbps.

Keywords : information security ;security gateway ; RPS/RFS;load balancing; FT1500A / 16 platform ; IPSEC VPN



