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Differential Fault Attack Method on GOST
based on Random Fault Injection
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tion Security Evaluation Co. ,Ltd. ,Guodian Nanjing Automation Co. ,Ltd. ,Nanjing 211106, China)

Abstract; The GOST algorithm is a standard symmetric encryption algorithm of the Russian Federation. At present, the
differential fault attack methods proposed for the GOST algorithm all make assumptions on the fault model. , which re-
quires the introduction of faults at a specific time or position. However, in actual attacks, it is difficult for the attacker
to precisely control the occurrence of the fault, and the universality generality of the attack is poor. In addition, the ex-
isting attack experiments at home and abroad are all simulation data, which evades the problem of wrong ciphertext
screening in real attacks. In view of the above problems, this paper proposes a GOST differential fault attack method
based on random fault injection. This method extendsexpands the random fault injection interval to the last eight rounds
of GOST algorithm. After the injection is completed, only the wrong ciphertext samples are simply filtered, and the keys
of the last eight rounds can be recovered in turn by using the key screening method, finally achieving the purpose of re-
covering the master key of the algorithm. At the end of this paper, the experiment of power supply fault injection attack
on unprotected GOST smart card is carried out. The experimental results show that this method can not only successfully
recover the master key of the algorithm in the real experimental environment, but also expand the scope of fault induc-
tion, reduce the difficulty of attack, and improve the flexibility and practicability of attack.

Keywords ;: GOST algorithm ; differential fault attack ; random fault injection; wrong ciphertext screening; key screening
method



