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A Deepfake Detection Method based on Frequency Domain Information

PU Wenbo, HU Jing
(College of Computer, Chengdu University of Information Technology, Chengdu 610225, China)

Abstract; As a kind of face manipulation technology, the widespread popularity of Deepfake has brought huge hidden
dangers to privacy and security. Existing Deepfake detection methods are based on a traditional convolutional neural net-
work to extract spatial discontinuous information in the spatial domain in synthetic videos to judge whether a video is a
deepfake. With the iteration of Deepfake,the accuracy of traditional detection methods cannot be significantly improved.
Different from these methods, this paper performs discrete cosine transform ( DCT ) on Deepfake frames to obtain the fre-
quency domain representation ,uses a modified residual convolutional network to learn the frequency domain features , and
extracts temporal information between Deepfake frames through bidirectional LSTM. In addition, this paper proposes a
new data augmentation method called Xray-blur for Deepfake data,which reduces the spatial discontinuity of Deepfake
data and enhances the model’ s ability to capture discontinuous information. Experiments show that this method achieves
excellent accuracy and AUC on public datasets of Celeb-DF and FaceForensics++ and has better robustness against low-
quality videos.

Keywords : deepfake detection; frequency learning; temporal learning



