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P2P botnets through network behavior analysis

Botnet Detection Method based on Meta-Learning Network

GUO Nanxin'?, LIN Honggang’, ZHANG Yunli'"®, CHEN lin"?
(1. College of Cyberspace Security, Chengdu Univ. of Info. Technol. , Chengdu 610225, China;2. Advanced Cryptography and System
Security Key Lab. of Sichuan Province,Chengdu Univ. of Info. Technol, Chengdu 610225, China;3. Anhui Province Key Lab. of Cyberspace
Security Situation Awareness and Evaluation, Hefei 230027 , China)

Abstract ; In view of the fact that the proportion of botnet traffic in real network world is far less than that of normal net-
work traffic, the new types of botnet lack of labeled sufficient samples, and the traditional deep learning relies on a large
number of labeled data for training, a botnet detection model based on metric meta-learning is proposed for botnet detec-
tion in few-shot scenarios. The model is divided into feature extraction module and comparison module, which are imple-
mented by convolutional neural network (CNN). In the feature extraction module, network traffic features are learned
from a pair of network traffic as the input of the comparison module, including normal traffic and botnet traffic, and Non-
Local attention mechanism is introduced to capture long-range dependencies and improve the accuracy of the detection
model ; The comparison module is used to obtain the similarity score of the two network traffic feature maps, and then
judge whether they are the same type of samples. By learning a certain number of small sample botnet detection tasks,
the model can obtain enough prior knowledge to detect unknown botnet types through a very small number of traffic sam-
ples. The experimental results show that the average accuracy of few-shot botnet detection under 1-shot setting is
96.79% ,and the average accuracy of few-shot botnet detection under 5-shot setting is 98. 06% , which verifies the effec-
tiveness of the model.

Keywords : botnet ; deep learning ; meta-learning ; few-shot ; attention mechanism; CNN



