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Research on Classification Method of Android Malware Family
based on Improved MobileNetV2 Model

LI Jiuling, GAN Gang
(1. College of Cyber Space Security Academy,Chengdu University of Information Technology , Chengdu 610225, China)

Abstract; Aiming at the highly sensitive characteristics of the human visual system to color, a classification method of
the Android malicious family based on the improved MobileNetV2 model is proposed. By introducing the attention mech-
anism, this method performs feature fusion on the three channels of RGB image to improve the sensitivity of the model to
the color information of the image. At the same time, aiming at the problem of small-sample datasets, an improved mod-
ule structure is proposed, which reduces the depth and width of the model and improves the feature extraction ability of
the model for small-sample datasets. The experimental results show that the Sequeeze-and-Excitation Network (SE) and
the Convolution Block Attention Module (CBAM) are both located in the model. The experimental results show, the
CBAM attention mechanism shows significant superiority in this image classification task, with an accuracy rate of
94.18% , which is 3.16% higher than the original model, which verifies the effectiveness and practicality of the pro-
posed method. This study has important implications for the accuracy of image classification tasks and the performance in
practical applications of small-sample datasets.

Keywords : MobileNetV2 ; RGB image ; attention mechanism ; Android malware family classification





