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High Noise Traffic Classification based on Penalty Regression

BAI Kaiyi', SHENG Zhiwei'”, HUANG Yuanyuan'*
(1. College of Cyberspace Security, Chengdu University of Information Technology, Chengdu 610225, China;2. Sichuan Provincial Key
Laboratory of Advanced Cryptography Technology and System Security , Chengdu 610225, China)

Abstract ; This paper aims to address the data quality issues faced in the field of high noise traffic classification. In re-
sponse to the reality that network traffic data is prone to interference ,the idea of noisy label learning (LNL) is introduced,
and noise is artificially added to blur features. Firstly,establish a linear relationship between features and labels,and then
use non-zero mean-shift parameters to identify noisy data. Simulate various interference information in real situations by
manually adding symmetric and asymmetric noise. Therefore , this paper proposes a high-noise traffic classification model
based on 1.2 regularization (PR-2) ,which converts traffic into images and applies the 1.2 regularization method to process
noisy labels to improve the performance of the classification model under high-noise traffic. The effectiveness of this method
was validated on the USTC-TF2016 dataset and compared with LSTM, BiTCN,BoAu,CL,INCV ,and FINE methods. The ex-
perimental results show that the PR-2 method can still achieve 95.16% and 86.15% accuracy even when the proportion of
symmetric and asymmetric noise is 80% ,demonstrating its effectiveness and usability in processing high-noise data.

Keywords : high-noise traffic ; traffic classification ;deep learning;learning with noisy labels



