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Algorithm1

nentiation algorithm of the blinding message

SPA-DPA resistant binary modular expo-

m,d=(d, ,,d,_,,d,, d,, dy) ,N,r
where r is a random number

Output C=m" mod N
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(1) t=k - @(N)+d-(2"-1) ,s=D(N)-d

(2) T[00]=m + rmod N5 T[01]= m « r’ mod N;

T[10]=m* - P mod N; T[11]=m®* -  mod N;

(3) C=T[t, s, ];

(4) for i=n-2 down to 0

4.1 C=C-Cmod N —squaring(*F-77)

4.2 C=C - T[t;s,Jmod N —multiplication (7€)

(5) return (C)
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A Second Order Cross Correlation Power Analysis Attack on
Double Blinding Exponentiation Algorithms

WAN Wu-nan', CHEN Jun’
(1. College of Information Security Engineering, Chengdu University of Information Technology, Chengdu 610225, China;2. College of
Computer Science ,Chengdu University of Information Technology, Chengdu 610225, China)

Abstract; According to the fact that the countermeasures for modular exponentiation algorithms based on the message
blinding methods and the exponent blinding methods secure against the first order cross correlation power analysis ( CC-
PA) attacks. An improved algorithm of a second order cross correlation power attacks based on variance is proposed in
the paper, and the bits of the secret exponent of the message blinding methods and the exponent blinding methods can be
defeated. On the basis of CCPA, we use the variation of correlation coefficients for each power point of every modular
multiplication for the improved algorithm. Then the power points are selected as effective attack points, while the vari-
ance value is a bigger value in the power points, and other power points of the smaller variance value are discarded for
reducing the noise. We can effectively distinguish the exponent bit through summing the value of correlation coefficients
and classifying. The results of experiments show that recognition rate increases to 99 % with 100 power traces.

Key words:side channel attack; correlation power analysis; variance; module exponentiation



