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Research on Abnormal Detection based on Business Logic

JIANG Mengdan, LIN Honggang, CAO Heming
(College of Cyberspace Security, Chengdu University of Information Technology, Chengdu 610225 ,China)

Abstract ; With the popularity of the Internet, web sites are carrying more and more traffic. In order to ensure that they
can provide information or services safely and efficiently, this article combines business logic and anomaly detection to
proposes an anomaly detection scheme based on traffic data generated by web users’ access behavior. The scheme is de-
signed for web sites deployed on important nodes. Firstly, The scheme obtains the link relationship between all pages by
obtaining the source code of the web site published on the network, and the topology of the web site is constructed to
learn the user access path set that is in line with the normal business logic path. Then the behavior trajectories of differ-
ent users are extracted from the traffic data generated by the access, and the algorithm proposed in the scheme is used to
determine whether the user’ s access is abnormal. Finally, the effectiveness of the algorithm is tested and verified in the
actual environment. The simulation results show that the anomaly detection method can find irregular access to the site,
SQL injection attempt or semantic URL attacks toward the site.

Keywords : business logic ;abnormal detection ;traffic analysis; website structure ;access information



