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Side-channel Analysis based on Butterworth Filtering Algorithm

YU Tiankai', WANG Min', WANG Yi', WU Zhen', DU Zhibo', XI Wei>

(1. School of Cybersecurity, Chengdu University of Information Technology, Chengdu 610225, China;2. China southern power grid sci-
ence research institute Co. , Ltd. , Guangzhou 510080, China)

Abstract: This paper introduced Butterworth filtering algorithm in field programmable logic gate array ( FPGA) side
channel attack. The power curve was preprocessed by Butterworth filtering algorithm, and the power curve was attacked
by side channel using neural network model instead of traditional template model. This algorithm is universal for the
power curve pretreatment of template attack, random method, deep perceptron and deep convolutional neural network
based on the experimental section in view of the DPA CONTEST2 data which were analyzed in four methods of side chan-
nel, the experimental data showed that the method increases the signal-to-noise ratio (SNR) attacked available, and im-
proves the success rate of side channel attack.

Keywords : FPGA ; Butterworth filtering;side channel attack



