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Results after 1000 traces
Best correlation Round 1: Key 4:
rank: 1, candidate: 35 (0x23), confidence: 40.6114
rank: 2, candidate: 201 (0xC9). confidence: 38.3973
rank: 3, candidate: 29 (0x1D), confidence: 38 3874
rank: 4, candidate: 177 (0xB1), confidence: 38.3750
Best correlation Round 1: Key 3:
rank: 1, candidate: 39 (0x3B). confidence: 39.7740
rank: 2, candidate: 249 (0xF9), confidence: 38.1309
rank: 3, candidate: 72 (Ox48), confidence: 57.8412
rank: 4, candidate: 11 (0x0B). confidence: 37.7907
Best correlation Round 1: Key 2:
rank: 1, candidate: 86 (0x60), confidence: 30 6464
rank: 2, candidate: 165 (Ox AS). confidence: 38.0331
rank: 3, candidate: 236 (0xEC). confidence: 37.9778
rank: 4, candidate: 21 (0x13), confidence: 37.9623
Best correlation Round 1- Key 1:
rank: 1, candidate: 69 (0x43), confidence: 40.1417
rank: 2, candidate: 34 (0x22), confidence: 39.0312
rank: 3, candidate: 135 (0x87), confidence: 38.9870
rank: 4, candidate: 10 (0x0A), confidence: 38.9493
the best key:

Key4ie: 0x23; Key 3 is: 0x3B; Key 2 iz 0x60; Key 1 is: 0x43;

K5 Bt aha
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Template Attack Against SM4 Cryptographic Algorithm

KUANG Xiaoyun', HUANG Kaitian', LAN Tian’, DU Zhibo’, WU Zhen’
(1. Electric Power Research Institute ,CSG , Guangzhou 510663, China;2. Huada Semiconductor Co. , Ltd. , Shanghai 200120, China;
3. College of Cybersecurity, Chengdu University of Information Technolgy, Chengdu 610225, China)

Abstract ; At present, the research of the side channel attack against the SM4 cryptographic algorithm is mostly about the
fault analysis attack and correlation power analysis attack. A method of the template attack against SM4 cryptographic al-
gorithm was proposed to explore the application of the template attack against SM4 cryptographic algorithm. When con-
structing the template, the S-box output of the SM4 cryptographic algorithm was selected as the attack point. And Ham-
ming weight model was selected as power analysis model. The template about S-box output was constructed during the
template attack. The joint probability of multiple power traces was selected for template matching. The key correspond-
ing to the maximum probability was the correct key. The effectiveness of this method is demonstrated by the experiment
of the SM4 cryptographic algorithm smart card. The method can not only be applied to the other attack points of the SM4
cryptographic algorithm, but also be used for reference to other block cipher algorithms.

Keywords : side-channel analysis attack ;template attack ; SM4 cryptographic algorithm ;S-box



