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Abstract; The lightweight block cipher algorithm PRESENT uses the SPN network structure, which has the characteris-
tics of small implementation area and low power consumption, so it is widely used in resource-constrained environments.
This article designs a multi-byte fault model for the PRESENT algorithm. Random fault injection is performed at any po-
sition in the 30th and 29th rounds of the PRESENT algorithm, and the number of bytes injected is not fixed. Using the
fault propagation path of the PRESNET algorithm, the relationship between the output difference and the possible input
value is constructed, and the correct input is obtained through the parallel S-box analysis method proposed in this paper,
and then the correct wheel key is obtained. Finally, by analyzing the key arrangement scheme, only two rounds of the
correct wheel keys are needed to derive the initial 80 bits master key. The experimental results show that, compared
with the existing fault attacks against PRESENT algorithm, the use of the fault model in this paper can reduce the com-
plexity of the attack from 2*' to 2", and the average duration of the round key attack can be reduced from 20000 ms to
1000 ms. At the same time, the method proposed in this paper improves the single-byte, fixed-location fault model to a
multi-byte, arbitrary-location fault model, which is more in line with the actual attack situation, reduces the require-
ments for fault injection equipment, and improves the practicability of the method .

Keywords ; PRESENT algorithm ; multibyte fault model ; random fault injection ; fault propagation path; parallel S-box a-

nalysis



