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Side Channel Attack of S-box Power Randomization based on CNN-BPR

CAO Jiahua, WU Zhen, WANG Yi, WANG Min
(College of Cyberspace Security, Chengdu University of Information Technology, Chengdu 610225, China)

Abstract ; S-box power randomization is a defense scheme against side channel attack. This scheme randomizes the loca-
tion of power leakage of S-box output value in the process of device encryption, and reduces the correlation between in-
termediate value and energy consumption, and greatly increases the cost of energy analysis based on fixed location. Con-
volutional neural network with translation invariance has achieved remarkable results in side channel attack. In order to
further improve its attack ability against S-box power randomization defense scheme, a CNN-BPR model more in line
with the principle of side channel attack is proposed based on the idea of Bayesian personalized ranking. The experimen-
tal results show that, compared with softmax cross-entropy loss model, when CNN-BPR model uses all training energy
traces for template attack, the number of attack traces required to successfully recover the key can be reduced by 3% ,
and when 60% of the training energy traces are used for template attack, the number of attack energy traces can be re-
duced by 27% .

Keywords :side channel attack ;template attack ; convolutional neural network ;loss function; Bayesian personalized ranking



