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Design of RFID Access Control System based on Multiple Biometrics

BAO Jun, ZHANG Xinyou, ZHU Hongying, Zhao Qi
(School of Computing and Artificial Intelligence, Southwest Jiaotong University , Chengdu 611756, China)

Abstract ; Due to the increasing demand for smart access control systems and increasing attention to the protection of per-
sonal privacy data,the system combines embedded technology with biometric identification technology to design an RFID
access control system based on Raspberry Pi and multiple biometric identification. Combining the open source OpenCV and
Dlib to realize the extraction and authentication of facial features,with the AS608 fingerprint recognition module for the ex-
traction of human fingerprint characteristic data and fingerprint verification and the RFID card to save the biometric data of
the human body,and reading the card data through the MFRC522 module,the access control system’s identity authentica-
tion can be realized. Through testing, the system has achieved the identity verification function of the access control system,
and it also has many advantages,such as simple operation,fast recognition speed,and data security protection.

Keywords : face recognition ;fingerprint recognition ;raspberry Pi; RFID ;Dlib



