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FHORME AR U S5 46 I AL 30 JB s i T 45 R o o P 1%
5000 X AHABEE KL OKF (T B XA IR
EELSEEPS

w
2
=
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3.5 ENWTHNHT

AR SCH NIRRT A8 ) % BH R BH SRR O Al
3B SCIEMGON SO PR UK i R R B ol — a5
B SCEMR G R B 22 %5 SCERB IAARE , AT PRAIE
INEERIE Rk, X B ISR Sy 1,0 H, W
S SCEIR R 5 58, €, s EUR ks 1 rh
H—MER AT CRER BN 1hiv 808 1hiv) 5%
FIRE S IN ER C, o FIAPIA A&, 43 )2
14 ZE AL %R (number of pixels change rate, NPCR) Fl14
—AFEIIAEAL 5 BE (unified average changing, UACI)

H W

Y >¥D(i,))

NPCR:%MOO%

0w C,(i,))-Cy(i,j
T =
D) l,C](f',]-')#Cz(.i,.j)
0,C (i,j)=C,(i,j)
Hor, € (i) A C, (i g) o3 IR 3R B SC R AR 3R (B Bk
TR Z R S BT I 1) % SCAR 3R (B, NPCR (BB 258
100% , 5 UACT BY{EL#S 32 30T 33% , I AsF i) m 28 33092 Ak
LR 1A 0 2 PR AR s s, T 22 43 T 1Y R
B, 3R 6 B SCAIE S CHR[8,21,25 ] IR LR,
A LATE HY AR SCH ik b B MR RE IS AT SR 22 43 BT |

UACI=

# 6 NPCR/UACI 3454 A %
Bk NPCR UACI
SCHR[8] 99. 60 33.52
SCHK[21] 99.19 33.47
SCHR[25] 99.54 33.31
AL 99. 60 33.46

3.6 5B

1948 4 FFAHE T T A5 B0 ROME G, Sk kA
BRAepy R, 5 BRH0E SO IR 2GR AT E I
MFERE, AT DURD R s BHR AR B IAHEE, TR A
K.

H(m)=~% p(m)lbp(m,)
SO p(m,) BN m, B, AT K
AN, 15 A, 3 5 BB 0 PR 5 K 8
B0 R T (3T 4 5] B R £ 2
feAc A, 467 Ik SR ATCIR 825,27 105

0 R e B R S AR
7 B

Bk SCHRLS ]

1w B

SCHR[25] SCHK[27] AL

7.9913

7.9944 7.9873 7.9947

5 HABSL LA, AT LUR A SCRE R B — AL
REE B, JEw O JAE . X R IZn % K14
K AR B ER A T REVE R /N, W AR UE A T 5k
etk

4 ZERiE

P& T — s DNA G BRI 0] 08 VR T 2R 8 AH 445
B EGIME R, R R 2 )RR
G455 R Chen IR RS, 4k Logistic R4t.)
S Arnold G AT DNA 4ifith 52 4 i) 2 B TR I8 3] 42
A AR B SO, 92 R B BL AR R AE Y B
i, SR B E A ] 15 il it Chen BTRTE &R
45 4k Logistic BT FN™ U Arnold B 5T 2H A8 0 R TR
RGN R R S AT Y/ & FLRAE, R 45 &
DNA i A A8 U Xo] &b 3P 1 PR P U L %, 75 38 e
LG . A I % OB B A =S 18] R
J7 B ARG R B 2547 Yot F0A5 B 1 45 30y 12, A
Z 5 AL B IR T IZ AR AL B 1025 BUR 1 4
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Image Encryption Algorithm based on DNA Coding and
Two-dimensional Chaotic System

TANG Haozhe', HUANG Yuanyuan', REN Zhenyu', CHENG Jiangyu', LI Chaorong’
(1. College of Cybersecurity ,Chengdu University of Information Technology , Chengdu 610225, China ;2. Yibin University, Faculty of Ar-
tificial Intelligence and Big Data, Yibin 644000, China)

Abstract ; In order to solve the problem that the information of images may be decoded after being intercepted by hackers
in the information transmission nowadays, this paper proposes an image encryption algorithm based on DNA coding and
two-dimensional chaotic system group. It can effectively solve the problem of protecting image information while during
the transmission process. The algorithm first converts the input the image into CIE L * a * b * image color space and re-
duces the image to a two-dimensional one, then it generates chaotic mapping through Chen chaotic system, so that the
positions of image pixels are scrambled. Then we realize further scrambling by combining with two-dimensional Logistic
chaos and generalized Arnold chaos. Finally, DNA sequence operation was performed to obtain the encrypted image.
According to a variety of test results for the security of the image, they show that the algorithm can not only improve the
security in the transmission process, but it also has sufficient key space, small enough image adjacent pixel value corre-
lation and large enough information entropy.

Keywords :image encryption;CIE L * a * b * color space ;Chen chaos ;two-dimensional chaotic system group; DNA encoding



