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a5 H 1 HuhE e &R .
acl number 3000

rule O permit ip source any destination X. X. X. 0 0. 0.
0.255
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rule O permit ip source X. X. X. 0 0.0.0.255 destina-
tion any
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— 7 T R K, 3 — O T R A 2R B8 Y 2 4
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FIPIZ% ACL, em e i DL IE ACL J5 AN EATAT ] Jo 22
S IR % 23 IiE B AE 7 5 node-number f5z/)N B £
BT,
SR S phy TR s 051
policy-based-route agzyc permit node 10
if-match acl 3002
policy-based-route agzyc permit node 20
if-match acl 3001
apply next-hop X. X. 1.2
policy-based-route aqzyc permit node 30
if-match acl 3000
apply next-hop X. X.2.2
SR s h LT A
interface Vlan-interfacel
ip policy-based-route aqzyc
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18 =22 ML AT LU i display qos-acl resource fiif 4>
BH QoS Al ACL MyBE IS FHIG I , PRl iy 2 M fin & 45
RIE 4 PR, B B Lk 1 FR

<42 125104>display qos-acl resource
Interfaces: XGEL/3/0/1 to XGE1/3/0/12

Type Total Reserved Configured Remaining Usage
VFP ACL 2048 1536 1] 612 e
IFP ACL 8192 2048 782 5362 34%
IFP Meter 4096 1024 1) 307z 25%
IFP Counter 4096 1024 1] an7z 25%
EFP ACL 1024 0 1] 1024 0%
EFF Meter 612 0 ] 512 0%
EFF Counter 612 0 ] 612 0%
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IFP ACL &7~ AJ5 a1 ACL %5

Type IFP Meter 7R A J7 1] B i 2k M5 45 9 U5

IFP Counter /R AJT [ I HEGE TR IR

EFP ACL 7R 177 W i ACL %

EFP Counter 75 t 77 14 {4 i 5 1 B IR

Interfaces

Total B AL
Reserved T B A TR AR
Configured B2 FH Y BRIHEL
Remaining T4 m A9 B IR A

OB S DA R A B TR R o R R

USBE e A TR B S RO A

4.2 BREERRESHT

W FER DAL ML i A display qos-acl resource
e, RIMASHAHL 7 SHEAIAR R IFP ACL JT Usage {E
B T 90% , 1M1 3 SR AT 409% |, ]k A 8L 3
TR R IFP ACL BEIR S EUR 7 SRR Y 3
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<#Z.»12510K>dis gos—acl resource
Interfaces: XGE1/3/0/1 to XGE1/3/0/12

Type Total Reserve d Configured Remainin; 2z Usage
WFP ACL 2048 1536 o 512 TE%
|tFP acL 8192 2048 1232 4912 40% |
IFF Meter 4096 1024 1] 3072 25%
IFP Counter 4096 1024 ] 3072 265%
EFP ACL 1024 o o 1024 0%
EFF Meter 512 1] o 512 0%
EFFP Counter 512 o o 512 0%

Interfaces: XGE1/3/0/13 to XGE1/3/0/24

Type Total Reserve d Configured Remainin g Usage
WEP ACL 2048 1024 ] 1024 50%
TFP ACIL 8192 2048 1232 4912 40% |
IFF Moter AUUE TozZ4d 0 vz 5%
IFP Counter 4096 1024 o 3072 25%
EFP ACL 1024 o 0 1024 o%
EFF Meter 512 o 0 512 o%
EFP Counter 512 o o 512 o%

Interfaces. XGEL/T/0/1 to XGELS7/0/24
Type Total Reserved Configured Remaini ng Usage
WFP ACL 1024 512 0 512 50%
[IFP acL 2048 768 1140 140 93% |
TFF Metar o7 ad ] HAT 3T
IFP Counter 1024 354 0 640 T
EFP ACL 1024 o 0 1024 0%
EFP Meter 512 o 0 512 o%
EFFP Counter 512 o o 512 o%

Interfaces: XGEL/T7/0/25 to XGE1/7/0/48
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By s ORI 22 R o 3 28R
TRALHT ACL B # .
acl number 3002 name aqzyc
rule O permit ip destination 192.168.2.169 0
rule 5 permit ip destination 192.168.2.170 0
rule 10 permit ip destination 192.168.2.171 0
rule 15 permit ip destination 192.168.2.172 0
rule 20 permit ip destination 192.168.2.173 0
rule 25 permit ip source 192.168.2.169 0
rule 30 permit ip source 192.168.2.170 0
rule 35 permit ip source 192.168.2.171 0
rule 40 permit ip source 192.168.2.172 0
rule 45 permit ip source 192.168.2.173 0
rule 60 permit ip destination 192.168.2.76 0
rule 130 permit ip source 192.168.2.115 0
rule 135 permit ip destination 192.168.2.115 0
fefb)s ACL P .
acl number 3002 name aqzyc
rule O permit ip source 192.168.2.168 0.0.0.7
rule 5 permit ip destination 192.168.2. 168 0.0.0.7
rule 10 permit ip source 192.168.20.0 0.0.0. 255
rule 15 permit ip destination 192.168.20.0 0.0.0.255
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= gqos—acl resource
GE1/3/0/1 to XGE1/3/0/

Total Configured Rem

2048 o

8192 782

4096 o

409 0

1024 o
EFP Meter 512 o o
EFP Counter 512 o o
Interfaces: XGE1/3/0/13 to XGE1/3/0/24

Total Rese d Configured Rema

2048 1024 0

8192 2040 782

4096 1024 0

4096 1024 o

1024 0 0

512 1] 0

512 0 o
Interfaces: |[XGE1/7/0/1 to XGE1/7/0/24
Type Total Rezerved Configured Remaining Usage
FEP_aCL 1024 s12 a 12 0%
IFP ACL 2048 768 78 498 75%
IFP Meter 1024 384 0 40 37%
IFF Counter 1024 384 o 640 37%
EFP ACL 1024 (i} o0 1024 0%
EFP Meter 512 1] o S12 0%
EFP Counter 512 o 0 12 o%
Interfaces. XGEL/7/0/25 to XGE1/7/0/48
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Deployment and Optimization of the Security Resources Pool in
Provincial Meteorological Network

FANG Guogiang'?, LIU Yigian', ZHANG Changliang'
(1. Heavy Rain and Drought-Flood Disasters in Plateau and Basin Key Laboratory of Sichuan Province, Chengdu 610072, China;2. Si-
chuan Meteorological Observation and Data Center, Chengdu 610072, China)

Abstract ; Traditional north-south-traffic network security defense has been unable to can’ t meet the requirement for net-
work security in the new era. Enhancing the east-west-traffic network security defense ability is an urgent issue for us to
settle down at the moment. Facing a complex network environment, Sichuan Meteorological Administration used the se-
curity resources pool, a security service system oriented to the small and middle-sized enterprise, to enhance provincial
key business area network border security defense capability. This article introduces deployment of the security resources
pool in the Sichuan Meteorological Network System. After the failure of the first arrangement, we analyzed the reason
and solved the fatal problem that the exhaustion of the physical switch IFP ACL resources caused the failure of policy dis-
tribution. After the operationalization of the system, the network border security defense capability of Sichuan Meteoro-
logical Bureau has raised effectively. Also the resolution is an economical plan for most provincial meteorological depart-
ments to improve the east-west-traffic network security defense ability.

Keywords : security resources pool ; VAF ; policy-based-route ; ACL



