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A Key Management Strategy for Wireless Sensor Networks

HUA Chun, LIAO Xiaoping, HOU Xiang
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635000 , China)

Abstract ; With the rapid development of information technology, the importance of data security is becoming more and
more prominent. As an effective means of data protection, modern data encryption technology has been widely used in
computer networks, among which key distribution plays an important role in key protection system. In wireless sensor
networks, the traditional key distribution strategy based on asymmetric key is difficult to be applied directly due to many
restrictions, such as limited node energy and low computing ability. This paper proposes a key management strategy suit-
able for wireless sensor networks. Learning from the idea of zero trust network and using symmetric encryption technology
for key distribution, it can reduce the computational complexity and reduce the energy consumption of sensor nodes. At
the same time, a dynamic adjustment mechanism of trust coefficient is proposed in this paper, which can dynamically
adjust the key update cycle according to the status of wireless sensor networks and further reduce the energy consump-
tion, it is of certain application value to data security.
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