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Research on Cross-domain Data Security Transmission based on Quantum Technology

LIN Yusheng, CHANG Yan
(College of Cyberspace Security Chengdu University of Information Technology, Chengdu 610225, China)

Abstract ; In the era of big data, multi-organization co-working has become more and more common. Security sharing of
data in cross-domain transmission and security management of data classification are urgent problems to be solved. This
paper designs a cross-domain data security transmission model based on quantum technology, which can ensure the secu-
rity of data sharing and management during cross-domain transmission. In this paper, the quantum gateway is introduced
into the classical cross-domain transmission system, the identity certificate of users in the domain is formed by using the
quantum gateway, and identity authentication is completed during cross-domain transmission. When the data is transmit-
ted across domains, the data sender uses the quantum key in the quantum gateway to protect the cross-domain data and
the quantum gateway forms the data signature for the cross-domain data, and binds the unique access permission of the
cross-domain data. When the quantum gateway of the data access party receives the cross-domain data, the cross-domain
identity authentication and data integrity check are carried out first. The domain control server maps permissions. Only
individuals or departments with matching permissions can decrypt the cross-domain data. Finally, data visitors can view
the cross-domain data to complete data sharing. Theoretical analysis shows that the quantum technology-based cross-do-
main data security transmission model proposed in this paper can realize cross-domain data protection, hierarchical clas-
sification management of users and data, cross-domain identity authentication, and higher key security.

Keywords : cross-domain transmission ;data security sharing;quantum gateway ; quantum key



