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A Multivariate Dynamic Scheduling Algorithm for Heterogeneous Executor

ZHANG Zhenjia, GAN Gang
(College of Cybersecurity,Chengdu University of Information Technology , Chengdu 610225, China)

Abstract ; Mimic defense technology aims to create a secure and dependable system that addresses the issue of asymmet-
ric attack and defense in cyberspace. As an important part of the mimic defense,one of the key problems of the schedu-
ling module is the quantification of the heterogeneous executor. The current research on the indicators of the heterogene-
ous executor cannot fully achieve quantification, and most scheduling algorithms fix the number of execution entities,
which impacts security, dynamic ability,, and operational efficiency. Combined with the characteristics of the scheduling
algorithm , this paper analyzes some significant indicators in the process of heterogeneous executor quantification and the
benefits of these indicators on the construction of dynamic heterogeneous executor and proposes a multivariate dynamic
scheduling algorithm for the heterogeneous executor. By quantifying and calculating various factors and monitoring the
status of the executive body group during the scheduling process,the number of executive bodies can be dynamically ad-
justed according to the situation of the executor group,and verified by simulation experiments. The experiment demon-
strates that the number of executors can be dynamically adjusted to improve the dynamic nature of dynamic heterogeneous
redundancy construction, maintain good defense capability and have higher operational efficiency.

Keywords : cyberspace security ; endogenous safety and security ; mimic defense ; dynamic heterogeneous redundancy ;

quantitative algorithm ; scheduling algorithm ; number of executing entities



