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Research on Sichuan Meteorological Information Network Detection and
Defense Technology based on Network Security Situation Awareness

TIAN Juan, FANG Guogiang, HE Xingting, XIE Yinhai
(Sichuan Meteorological Observation Data Center,Chengdu 610072, China)

Abstract ; This study presents the development of a Sichuan meteorological information network security situation aware-
ness system based on big data and machine learning technologies. The system provides a comprehensive understanding of
the global network state,enhances the monitoring and emergency response capabilities of the meteorological department,
and supports informed decision-making. Firstly, this paper introduces the network security situation awareness technolo-
gy, then expounds onthe current situation and existing risks of meteorological information networks and theirsecurity de-
fense, and then introduces the system and its key technologies from the perspective of practice. Finally, the study summa-
rizes the application of the system and provides future prospects.

Keywords : network security ; cyber securily situational awareness ; meteorological information network ; detection and de-

fense



