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Method Epoch Fe IR b A 3 R AL
CBAM #5idk 50 0.2216
Zoid B CBAM bR 50 0.2082
CBAM #k 100 0.2170
23 i CBAM iR 100 0. 1989
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Pite FPEAG &t CICIDS2017 Bdi 48 Bl 25 i i Ak 7l
B/ HARSPR ICRE A O 5 T R RCR, I S5 7
BRI G — AR R T X b, SE R,
DA [ B4 A T 50 8 o A 7R Al R SR 1R 52 1, 43+ 3]

PEBEBHRAER0.5% 1% 5% 10% F1 80% 1E R %} I ;
S8 345K Pytorch HEZE 745D 1 I 25 A0 13 )11 25 By
B, 2F 2 R E N 3e4, epoch BE'E A 100, Batch size
TE CICIDS2017 4 #s4E b A7 IPAL A syl 2R B i & R
256 , TEIER AR Y B i Bk 128
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WCEE IR | f0 75 2813786 NI i AEAS | Hoh 4 £
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#£2  CICIDS2017 KRB REAR [ 1)

SV 2 0 BEAR/ A H 53/ % AR EES FEAK A For /%
BENIGN 2260360 80.33 BENIGN 50000 21.52
DoS Hulk 229198 8.14 DoS Hulk 50000 21.52
PortScan 157703 5.60 PortScan 50000 21.52
DDoS 127082 4.52 DDoS 40,000 17.22
DoS GoldenEye 10289 0.36 DoS GoldenEye 10289 4.43
FTP-Patator 7894 0.28 FTP-Patator 7894 3.40
SSH-Patator 5861 0.21 SSH-Patator 5861 2.52
DoS slowloris 5771 0.20 DoS slowloris 5771 2.48
DoS Slowhttptest 5485 0.19 DoS Slowhttptest 5485 2.36
Bot 1943 0.07 Bot 3000 1.29
Infiltration 34 0.0012 Infiltration 500 0.22
Web-Attack Brute Force 1497 0.053
Web-Attack XSS 6438 0.023 Web-Attack 3500 1.51
Web-Attack Sql Injection 21 0.0007
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#3  InSDN BRAEREAS L 1

. P ER A f R iy
FEA KL L/ % LAV S L/ %
DDos 121942 35.46 15000 23.26
Probe 98129 28.54 15000 23.26
Normal 68424 19.90 10000 23.26
DoS 53616 15.59 10000 15.50
BFA 1405 0.41 3000 4.65
Web-Attack 192 0.06 500 4.65
BOTNET 164 0.05 500 4.65
U2R 17 0.005 500 0.78
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R ISR 355099, 70% RYHERTRFI0. 9974 F1 7344,
JITHE S AR R HERA R G bR T 220 H A R EC T
A BEIE 7 vk 0. 62% |, U FH AR B A CBAM A5 dR
FITR AR 2 H10. 22% , 768 [IRA F1 4350555 A
FE A AR B0 S A A PR RE, SCER 2 AR A
SCHTHRE H I TR B 27 > AR BE A A R ARG 19X 246 Hh 45
ELRIR A i
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F 4 BIEIZE CICIDS2017 HOIR4E 1 APEREXS L

e ACC/%  Precision/% Recall/% Fl1
KNN[23.28] 96.41 96.40 96.22 0.9631
LeNet!'6:3] 96. 62 93.28 94.66 0.9396
DBN/[28:34] 98.95 95.80 95.82 0.9581
VGG16[33-36) 99.08 97.19 96. 89 0.9704
Multi-SVM[28-37] 98.55 98.42 98.22 0.9832
RF[%-28] 98.82 98. 81 98. 81 0.9881
85;;’;:’%(’;;‘11\4‘“&11 98.74 96. 14 96.21 0.9617
SEL ”C’g’;’fd model 99.58 98.68 98.82  0.9875
Our proposed model 99.70 98.97 99.00  0.9898

with improved CBAM

AR SR TR BE 2 I BERIAE CICIDS2017 %45 5
BRI SREE RN 5 iR R £ 3 SR VE LR
KS i, ¥ a5 R E W, Bot, Port Scan . DDoS ., Dos
Hulk 7l FTP-patator 5 FEAS B9 A5 I 232 ) F1 43 8055 48 b
ey, A2 A B FEAS K I ZE AR B, 420, Dos
slowloris . Infiltration A1 Web-Attack , iX 2525 51| i) F1 43
BT 98% , R A B AT A 43 A 5 1E #5546 o A
BOAML S PR AR SO Y 0 TR 2 ) A
FiE LAAR 558 8 A VEE A R R R 20 B50RG Rk 22 50 i o
A AEZ AT i 5 1 R B AR AR Y
TR A B AG I R R AT AR R — B AT 58 1 TR R,

#5 fE CICIDS2017 #Hfa 4 a2 ARSI BE 4 [l 24 Fl

25 Accuracy/% Recall/% Precision/ % F1
BENIGN 99.85 99.51 99.78 0.9964
Bot 100.0 99.83 100.0 0.9992
DDoS 99.94 99.79 99.85 0.9982
Dos GoldenEye 99.97 99.81 99.56 0.9968
Dos Hulk 99.97 99.93 99.91 0.9992
Dos slowloris 99.90 98.91 96. 88 0.9788
Dos Slowhttptest 99.95 99.31 98.71 0.9901
FTP-patator 99.99 99.81 100.0 0.9990
Infiltration 99.98 94.00 96.91 0.9543
Port-Scan 99.99 99.96 99.98 0.9997
SSH-patator 99.95 99.15 98.89 0.9902
Web-Attack 99.93 97.71 97.57 0.9764

Normalized confusion matrix
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A Software Defined Network Anomaly Detection Model based on Transfer Learning

XIAO Dexuan', QIN Zhi*, HUANG Yuanyuan'’, LU Jiazhong'”

(1. College of Cybersecurity,Chengdu University of Information Technology, Chengdu 610225, China;2. Advanced Cryptography & Sys-
tem Security Key Laboratory of Sichuan Province, Chengdu 610225, China)

Abstract ; With the continuous evolution of network architecture, SDN has become one of the important architectures to
promote network management simplification and communication innovation. However, with the extensive deployment of
software-defined networks in various fields and its increasingly complex structure, SDN faces many challenges in dealing
with network security risks. The diversified attacks and massive data in large-scale network environments restrict the fur-
ther application of traditional machine-learning methods in this field. Although the deep learning method has advantages
in large-scale data processing, it usually needs a large number of labeled data for training. Therefore, this paper propo-
ses an anomaly detection model, which combines the improved one-dimensional CBAM attention mechanism with a conv-
olutional neural network to reduce the redundancy between channels and improve the performance of the model. At the
same time, by introducing the transfer learning method, the model can effectively identify the abnormal traffic in the
SDN network with only limited labeled data training. The experimental results show that the model achieves 99.70% ac-
curacy on the cicids 2017 data set. The accuracy of the pre-training model using only 10% of the labeled data in the
SDN dataset for fine-tuning is 98.53% , which is close to the detection performance of the model using 80% of the data-
set for training. These results verify the feasibility of software-defined network anomaly detection model based on transfer
learning and CNN.

Keywords : software defined network ; convolutional neural network ;deep learning;transfer learning ; anomaly detection



